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Leaders Guide 
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This program is designed to promote the protection of guest identity and personal 
information.  �������������
���� "!�#%$
&('�)�*�+,&%-/.10�2�35476

In recent years, identity theft and the misuse of other’s personal information has been an increasing 
threat to any business handling customer/guest information.  The hospitality industry is certainly no 
exception.  By acknowledging this threat, there are several precautions which can be exercised to 
limit the vulnerability of guest information and maintain guest privacy. 8:9<;:=?>A@%B%C<D%E�F%B<G%H5I%H<JLK%M<N�O:P5Q�R%S%TVU�W%X�E:X5H�JYK<Z%[:M�\%]5=
^5_<`:acb	d5egf M"hLikjml:n%]Lo(p�q5r<s:tujwv"x5y%z�hYi?>|{5}:~:95�:�"�%�:=��1�
W<X1J:K<M"���<�1�%�1X�H5M%����j

These threats include perpetrators who may target a hotel as a non-guest, a guest, or an employee.  In 
all three cases, it is essential that guests’ names, address, credit card information, and other personal 
information are protected.   y:91hYi<�5�Y�<�5�%�:X5H5C<D�>AX5H:C<D:�g���%C<D��5�5�5� a �Y�5M�����j��:y� <z5s
¡L¢ >£�%�<X<H5M"¤�¥¦>¨§�©¦>ªJ:B"«1J�K�¬�­5®"I�H1J:K�¯5°�["±%²�M³j

Sensitive Document Retention and Storage ´%µ<¶"·�¸�¹Yº�»1¼�½´%µ<¶"·�¸�¹Yº�»1¼�½´%µ<¶"·�¸�¹Yº�»1¼�½´%µ<¶"·�¸�¹Yº�»1¼�½

Items containing sensitive guest information such as emergency reports, audit packs and computer 
back-up tapes require special handling to minimize the potential of a breach.  Daily emergency 
reports should be completely shredded before disposal.  Computer back-up tapes should be locked in 
a limited access safe or room.  Likewise, audit packs should be locked in storage areas with access 
limited to select members of the accounting staff.  In addition, audit pack storage should be limited to 
record retention guidelines to reduce the amount of guest information at-risk should a breach occur. 
In all cases of document disposal containing guest information it is imperative documents are 
shredded in-house or handled by a reputable third-party document management company to ensure 
information can not be recovered. ¾ ²�¿:G%À%Á%ÂY9��%Ã:X:H��YÄ<JgK%M<TYÅ?>ÇÆ�È?É�Ê%Ë5Ì%ÍÎ>ÇÏ%Ð�Ñ:Ò
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Check-In/Out Documents D>E »/FHG<¶1·D>E »/FHG<¶1·D>E »/FHG<¶1·D>E »/FHG<¶1·

Special care should be taken with Priority Club Check-In folders, Express Check-Out folders, and 
registration information contained in the bucket (front desk) to ensure information is inaccessible. 
Documents should be both out-of-reach and out-of sight from non-employees.  For Express Check-
Out folders this means sliding the folio completely under the door so it may not be retrieved from the 
hallway.   ²<¿5GHI%J<K%L-@HM<N Ó O*O >�PHQ(R�í Ó O"O?>|�5¬5ã"S/1%Ã%ö�M<I-T5JYK¦>|�%?��%UHVW }5JLK�j ���:�%HL�<Ê(U-V�ù:Ü5�-UHVHX5Ü Ó OujmP + PHQ-R:í Ó O*O?>|y%J<YHZ�Ê5� ÓO�S\[�å-]>^%M _-M<í î>`�>£S<Ø-U<V1S(a<b ï�ù-c1=kj

Room Assignment Sheets d G(ed G(ed G(ed G(e

Whether used for advanced room assignments at the front desk or room status sheets used in 
Housekeeping or Engineering, these documents should be handled with care.  Advanced Room 
Assignment sheets at the Front Desk should be kept out-of-reach and out-of-sight from the lobby side 
of the desk.  Room Assignment sheets provided to Housekeeping and other departments should not 
contain the guest names.  Room Assignment sheets generated from most property management 
systems (PMS) can typically be altered to remove this column from the list.  UHf"¯5ã%S<M��(g/h5í<i >kj�¯5X�í/l%�<�(m/l-1:B5M1í<0-i¦>|y59 Ó O:Ê(n/o�À�Á jmãHS<M��(g<hí(i5Ê<SHp<q�~(r%M>sHS/U-V<ù5Ü*t U(V(X�Ü�j�u-v%w1X�í/l5E%­�® lx[(M>h5í(i�r5Ê<Ã<ö�X5H%M1¤
¥�jÇSHp-y�z5�<�/:�ÁH{<|

(PMS)
¢~} ` M h5í(i/�H�>@<A<u-�1S<h5í<i ¢~�%� ¤5¥1y�~-�³j

Though certain departments may have the more contact with guest information contained in audit packs, 
registration cards or room assignment sheets than others, it is the responsibility of all hotel employees to make 
sure guest information is secure.  If you find an area where information is accessible, immediately tell your 
supervisor or the MOD so the situation can be corrected.  � p-��9 l�[�6"ø5ú1û%Æ1È5Ï<Ð Ó O?>��%��«��<h�í<i<�<Ã<ö5X<H"J�K<M��-@%y + ­�® l�[ >��-?"�X<H1J:K<M>�<^<¯(^/�5�������:M/�"QkjmÈ<�<�(�-�/�/�<ø�ù W }�J:Kß>�� �<�(�<�<�:M>�-�(�<�"�
 (¡%¢�Á >£�(£(¤1�-¥/¦kj
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QUIZ 
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1. What guest information should be
protected?§(¨<©<ª/«%¬<­ ® ¹H¯§(¨<©<ª/«%¬<­ ® ¹H¯§(¨<©<ª/«%¬<­ ® ¹H¯§(¨<©<ª/«%¬<­ ® ¹H¯±°°°°
a. Guest NameX<H<¤�¥
b. Guest AddressX<H�§<©
c. Credit Card NumberJ%B1«(²
d. All of the above1<ö-�/³<´5N

2. Identity theft has been decreasing in
recent years.µ>¶H·(¸>¹-º/»(¼%½ ¾(¿µ>¶H·(¸>¹-º/»(¼%½ ¾(¿µ>¶H·(¸>¹-º/»(¼%½ ¾(¿µ>¶H·(¸>¹-º/»(¼%½ ¾(¿ÁÀÀÀÀ

a. TrueP
b. FalseÂ

3. People who may try to illegally use guest
information include:Ã>Ä%Å%ÆÈÇ(É Ê ¸ ©<ª ¸ «H¬ ËHÌÃ>Ä%Å%ÆÈÇ(É Ê ¸ ©<ª ¸ «H¬ ËHÌÃ>Ä%Å%ÆÈÇ(É Ê ¸ ©<ª ¸ «H¬ ËHÌÃ>Ä%Å%ÆÈÇ(É Ê ¸ ©<ª ¸ «H¬ ËHÌÎÍÍÍÍ
a. Employees���
b. Non-Guests�<X�H
c. Other Guests­/Ï5X<H
d. All of the above

1<ö(�<³<´�N

4. Emergency reports containing guest
information do not need to be shredded
if the trash bin is equipped with a lock.Ð<Ñ/Ò-Ó<Ô<Õ(Ö(×Ð<Ñ/Ò-Ó<Ô<Õ(Ö(×Ð<Ñ/Ò-Ó<Ô<Õ(Ö(×Ð<Ñ/Ò-Ó<Ô<Õ(Ö(×ÙØØØØ�Ú-Û ­(Ü/Ý(ÞàßáËÚ-Û ­(Ü/Ý(ÞàßáËÚ-Û ­(Ü/Ý(ÞàßáËÚ-Û ­(Ü/Ý(ÞàßáË
Ì ¸ ©(ª/«H¬<â<ã(ä>®(å/æÌ ¸ ©(ª/«H¬<â<ã(ä>®(å/æÌ ¸ ©(ª/«H¬<â<ã(ä>®(å/æÌ ¸ ©(ª/«H¬<â<ã(ä>®(å/æ ÀÀ ÀÀ
a. TrueP
b. FalseÂ

5. Audit Pack storage should be accessible
to:ç-è>é/ê ¼-ë%¸<ì<í1¶"·:¸ ª Öç-è>é/ê ¼-ë%¸<ì<í1¶"·:¸ ª Öç-è>é/ê ¼-ë%¸<ì<í1¶"·:¸ ª Öç-è>é/ê ¼-ë%¸<ì<í1¶"·:¸ ª Ö ÍÍ ÍÍ
a. All employees^/�L�(�
b. All managers and supervisors1<ö%M(¢�Á<E%� ¡
c. Select members of the hotel accounting

staff or management�<� ¢Èî c�M1÷�n:�(���-¢"Á
d. Corporate accounting staff onlyõ:�È;à=�÷�n����

6. Express Check-Out folders only need to
be completely slid under guestroom
doors if the credit card information is
listed on the folio.
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Ð<Ñ « ¸/ñ «H¬ ®Hò ¹ ¶-ó ßÐ<Ñ « ¸/ñ «H¬ ®Hò ¹ ¶-ó ßÐ<Ñ « ¸/ñ «H¬ ®Hò ¹ ¶-ó ßÐ<Ñ « ¸/ñ «H¬ ®Hò ¹ ¶-ó ß ØØ ØØõô(ö Fô(ö Fô(ö Fô(ö F
G<¶1·H÷>ø ã(ä(ù>ú ¸ û D © G\üáýG<¶1·H÷>ø ã(ä(ù>ú ¸ û D © G\üáýG<¶1·H÷>ø ã(ä(ù>ú ¸ û D © G\üáýG<¶1·H÷>ø ã(ä(ù>ú ¸ û D © G\üáý ÀÀ ÀÀ
a. TrueP
b. FalseÂ

7. Which one of the following typically
contains the most sensitive guest
information?ý/þ §-ÿ������ Ö��	��
 ¸	� ©<«H¬ý/þ §-ÿ������ Ö��	��
 ¸	� ©<«H¬ý/þ §-ÿ������ Ö��	��
 ¸	� ©<«H¬ý/þ §-ÿ������ Ö��	��
 ¸	� ©<«H¬ °° °°
a. Lost & Found Log 
��
�� �<�����

b. Electronic key cardÔ ¡ [�«
c. Registration Card

�H��«
d. Cash Receipt�������

8. It is the responsibility of all hotel
employees to make sure guest
information is handled correctly.�"¹���������� ©>«%¬	�����/ú��! #"�"¹���������� ©>«%¬	�����/ú��! #"�"¹���������� ©>«%¬	�����/ú��! #"�"¹���������� ©>«%¬	�����/ú��! #"
¸�$�%¸�$�%¸�$�%¸�$�% ÀÀ ÀÀ

 
a. TrueP
b. FalseÂ

When you have completed this quiz, turn it in to your supervisor. ù	&�'�( Å�)ù	&�'�( Å�)ù	&�'�( Å�)ù	&�'�( Å�) ØØ ØØ+*�,�-�.0/	1�2�3�4*�,�-�.0/	1�2�3�4*�,�-�.0/	1�2�3�4*�,�-�.0/	1�2�3�465555
 
Name:  7�87�87�87�8:9999

 __________________________________________________
 
Date:   ;=<;=<;=<;=< 99 99

 __________________________________________________
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QUIZ ANSWERS 
����������������

1. (d) Documents revealing guest names, addresses, and credit card information should all be
protected.
(d) \^]�_�`�a�bdcfe�g�h�i^j	k�i0l�m�n	o^p�q	r	s0t6u

2. (b) False.  Identity theft and the misuse of others’ personal information to steal money has
increased significantly in the last few years.
(b) vwu@x�j�y	z�h�{�j	|�`�m�}�`	i0l�~�x�������m	�����^�������!���0��������u

3. (d) There have been cases where employees, guests, and non-guests have targeted hotels by using
or stealing personal information for illegal purposes.
(d) ����c�_�`�h^�����^�0j���x^j�}0`�i�l^�������0���¡ �~�¢�£0�^¤�¥^¦�m�§�¨!©^ª
ª�«�¬­u  

4. (b) False.  Documents containing sensitive personal information should always be shredded
before depositing in the hotel trash.  Reference the poster for example.
(b) vwu+®���s^¯�m	}�`	i�l�m	n�o^p���°�±�r�����m	²�³�´�µ�¶�·¸u

5. (c) Only authorized employees should be allowed access to the audit pack storage area.  Typically
this means limiting access to a couple of accounting department employees or managers
depending on the hotel size.
(c) ¹^j	º�»0¼�m^����½�¾�¿�À^Á�Â	n	o�Ã�Ä�ÅÆu@Ç�È�~�É�Ê^Ë	Ì���¹0Í	Î�b���Ï	Ð!�Ñ���
Ò�Ó��^¼�Ô�Õ ( Ö�×�����m�Ø	Ù ) u  

6. (b) False.  Express Check-Out folios should always be slid completely under the door because
they typically contain the name and address of the guest.  A perpetrator may be able use this
information to gain access to the guestroom.
(b) vwu+Ú�Û�Ü�Ý�n�Þ�p�ß	à^m�á�r�Ý�â�ãdc�ä	��å�æ�ç^è�®���_�`^m�a�b�h�e�gwuBé�ê
½�¾�ë0j	Ê^ì�i0l�~�Ô	Õ�_�ÝÆu  
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7. (c) The registration card is typically the most sensitive document since it contains the guest name,
address, company, and in some hotels- an imprint of the credit card.
(c) í0î�k�Ç�È�~�É�ï�ð�ñ�ò�m	n�o:cfp���å	®���_�`�a�bócfe�gdcõô�ö¸cf÷	��Ç�ì�����øù ��i^j	k�ú^û#oüu  

8. (a) True.  All employees should understand the importance of keeping guest information secure
and how to correct problem situations they encounter throughout the hotel.   It is important that 
any noted problems should be immediately reported to the MOD. 
(a) ý¸u+þ��!�Ñ��p^ÿ���s0t�_�`�i0l���à^m������dc	��

����������}�����þ
��r�m������� uV�	þ���º��^Ë�r�m������
�
 �!�"$#
%0Ò�Ó�ï���è�����m u  
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Employee Sign-Off 
� � � � �� � � � �� � � � �� � � � �

___________________ 
Date ( &(' ) 

___________________ 
Hotel ( )+* ) 

___________________ 
Training Facilitator ( ,.-+/ ) 

Today I participated in a “Guest Information Privacy” training program.  I agree to observe and 
follow the security practices described to me in this training.  In the event of an incident or suspicious 
activity observed, I understand that I am to report it to my supervisor immediately.  I understand that 
should I have any further questions regarding this program or any safety issue, I should ask my 
supervisor.   

0�`
132
4�5!ÿ 6 s�¯�7�_�i�l�8^m�9�:�;�<üu+=?>	Ë�@�A0÷
B�C�9�:��$�^à��^�0Ø
D
m�Ø�E0Ô��^�^�üuF=!ÿ�����G���H��3I�J^m ���LK�M cN=�p����?O$=�m�P3Q�R�S�T
 ¸uF=!ÿ
�
�
G�ý
0�;�<�����àU�����^Ô�Ç�V�m����dc	=�p�WLX�=^m�P�Q�R
S­u  
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